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(INTERNAL CONTROLS AND FOREIGN BRANCHES AND
SUBSIDIARIES)

(AMLL section 28, AMLRs & FATF Recommendation 18)
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Proliferation Financing saaoéqp:

Fund Raising

Disguising the
Funds

. Placement
J Layering
. Integration

Procurement

WMD Program




Proliferation Financing Framework

FATF’s Recommendations

UNSCR’s Resolutions

Domestic Legal Provisions



FATF’s Recommendations for Proliferation
&
Financing of Proliferation



R-1

R-2

R-7

R-15

|10-11

Applicable FATF’s Standards for Proliferation

Assessing risks and applying a risk-based approach
National cooperation and coordination
Targeted financial sanctions related to proliferation

New Technologies
Persons and entities involved in PF are prevented
from raising, moving and using funds, consistent

with the relevant UNSCRs.



R-1  Assessing risks and applying a risk-based approach
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(“risk” refers strictly and only to the potential breach, non-

implementation or evasion of TFS PF)
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R-15 New Technologies
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Prevention of WMD Proliferation ac%&p
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UNSCRs relating to Prevention of WMD Proliferation

\/

% Non-state Actors-
= (8) Resolutions

(https://www.un.org/en/sc/1540/resolutions-committee-reports-

and-SC-briefings/security-council-resolutions.shtml)

% 03&:000:3800605006(gp50920901&EE (DPRK)-
= (22) Resolutions

(https://www.un.org/securitycouncil/sanctions/1718/resolutions)

’0

b 3BOSIROO6OYEEE (IB6S)-
= 2231 (2015)

(https://www.un.org/securitycouncil/content/2231/background)



~N o O

oo

Non-State Actors ec%éqoe@:@oﬁqcﬁqp:

1540 (2004) non-State actors qps@l PFadCepeaootgang|adgp:ad oppd $3:(gc:
C

s[gpdes§i poes(ggos:a)onogde s [gpSogt:adsiqdesoolgndagps
[Glev6981 0960 cmdecdoacconladl amg ocdééepem vaveasjse

¢ (Y ¢ Y 5 Co Y ¢
396099039(1)&?6(998&?90_&939 620909090@6]?/

1673 (2006) Gmgeo?’)@ﬁa?é@&géo%oacﬁmé 093 (J)§o°>o(§z &l
1810 (2008) Gmgeo?’)@ﬁa?é@&géd%oacﬁmégo% ('\3)§o°>o% [§c°:z|
1977 (2011) condeod@ mﬁSEgEcﬁwwSooéch (oc>)§®o% @8& el @ S 3260
L L ° L L L L
saemacssooéewgeaooé%Eg{:@e@s@e@s@a: 3@3335&3@{(\356@
¢ C Q c O c ¢ N C Q
COYDE0dM §\®ooomp_oa?oc o)sgo)eo?ooc@eﬁl 32¢9.0C (9)Q

OG/
(2@/
©
[Br%"
ooo
2

oloCaopdoge|Canaeg,
2055 (2012) ogéoqConaeg e 32g,0¢

~©

2325 (2016) G603 M §o>oor3mp_5a9

2572 (2021) Gmgaogcsﬁa?&%égécﬁoacﬁmémob Jo-J-Jo ] 080933@9 Csll

o)
o

L L
2622 (2022) c3603ENCIOBERENIM08:03 Q0-00- JO | | ad03(gE[gC:



1) 1718 (2006)
2) 1874 (2009)
3) 2087 (2013)
4) 2094 (2013)
5) 2270 (2016)
6) 2321 (2016)
7) 2356 (2017)
8) 2371 (2017)
9) 2375 (2017)
10) 2397 (2017)

Proliferation of WMD ac%f:sp UN Q?@lcqzemoéo%a@:@ogqld%qu

(UNSCRs For DPRK)

(Establishment of 1718 Committee and Imposition of an
arms embargo, assets freeze and travel ban)
(Establishment of Panel Experts and Expands
measures related to arms’ exports and imports to all
arms and related material)

Travel Ban and Asset Freezing List)

Travel Ban, Asset Freezing, material and luxury good List)
Travel Ban, Asset Freezing, vessel and luxury List)

Travel Ban, Asset Freezing, material and luxury good List)

Travel Ban, Asset Freezing)

(
(
(
(
(Travel Ban, Asset Freezing)
(
(Travel Ban, Asset Freezing)
(

Travel Ban, Asset Freezing)


UNSCR for NORK (PF)/UNSCR 1718.pdf
UNSCR for NORK (PF)/UNSCR 1874.pdf
UNSCR for NORK (PF)/UNSCR 2087 (Travel Ban and Asset Freezing List).pdf
UNSCR for NORK (PF)/UNSCR 2094 (Travel Ban Asset Freezing material  and luxury good List).pdf
UNSCR for NORK (PF)/UNSCR 2270 ((Travel Ban Asset Freezing vessel and luxury List).pdf
UNSCR for NORK (PF)/UNSCR 2321 (Travel Ban Asset Freezing material  and luxury good List List).pdf
UNSCR for NORK (PF)/UNSCR 2356 (Travel Ban Asset Freezing).pdf
UNSCR for NORK (PF)/UNSCR 2371 (Travel Ban Asset Freezing).pdf
UNSCR for NORK (PF)/UNSCR2375 (Travel Ban Asset Freezing).pdf
UNSCR for NORK (PF)/UNSCR2397 (Travel Ban Asset Freezing).pdf

Proliferation of WMD a3Cep UN od[§jeeemnc8ads(godgodqyo:

(UNSCRs For DPRK)

UNSCRs which extend the mandate of panel experts

11) 1928 (2010),

) (2010)
12) 1985 (2011),
13) 2050 (2012),
14) 2141 (2014),
15) 2207(2015),

)

16) 2276 (2016),

17) 2345 (2017),
18) 2407(2018),
19) 2464(2019),
20) 2515(2020),
21) 2569 (2021),
)

22) 2627 (2022).




Recent changes in UNSCR TFS on proliferation financing

DPRK (UNSCR 2270)
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Sanction gqz03eqPCq2e) DBOSOI:(G|aCEes: DPRK
3229:{q$ 0200840

DNFBP quorcg’ 390@3@[@83
Virtual Assets and VASP quor% :393{)3@[@83 (Stolen/
Unregulated VASPs)

Co

%ccq@@ozsgcpﬁaoeoquz (IT and Construction and Textile

Factories in China along border area)
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Proliferation of WMD a3Cep UN cd(§|cezemnldads(godqiodqps

(UNSCRs for Iran)
Terminated UNSCRs under UNSCR 2231 {Para: 7(a)}

N Q@ 0C cc¢c ¢co Co Co C N N C o o

Lo

7) 2231(2015) Endorse JCPOA, remain sanction on Persons/Entity who breach JCPOA



Proliferation of WMD a3Cep UN cd(§|cezemnldads(godqiodqps

UNSCR

(UNSCRs for Iran)

- 2231 (2015)
« with list of persons, entities, banks, vessels and aircrafts

« 23 persons & 61 entities are listed

- JCPOA 093 ao%ocu&sjeaoo&acﬁqoogé opleplalen (:)?3,)

L L
co _¢ C o C crr¢ Q N
380OCL)(7)€j &)(D&)OCDOOCD@CSI (TR[BGOSQCSI

e JCPOA &3 C o¢g, NP S Q
A (Y?GﬂDCU)@oG&)’Jca(Dﬁqpo(%C 390?'_39@
GOS@CS

« Retain arm embargo (for 5 years) & ballistic missile

sanction (for 8 years) if IAEA determine reach
determination.

(https://www.un.org/securitycouncil/content/2231/list)
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DPRK (UNSCR 1718, 2087, 2094, 2270)
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DPRK (UNSCR 1718, 2087, 2094, 2270)

> oégo%ooozsaeqzweo% Gﬁp&ﬂo:@& (:1%) UNSCR 1817, 1874 0|

T
BeodacbepicBonndaqoifiiogt  pafoonS  qppies (39
3G PO

> DPRK @) 0)3:@580308@53 éooozqeoo:) 39839®équ| eaooéao%g%
QP03 002G AE25 APYJCS (23) 32¢ IO

> DPRK 395:673959: 390&%?/9:/ 39cp§a:ao:o7og (alfg’} wc?oﬁ oﬁcﬁm:/
w&0SaiSoFoigoSas wéiofoo SEallaSfigiSaa8 cpodas
(23) 359 IORS262N



2003903(gCdaé:
356§ (UNSCR 2231)
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Sanction Measures
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List of Sanction Measures

oON

. c c c ¢ ¢ c C o
Arms and related materiel embargo (COO38M3§CSOMOO  OPPOIOICIPCIIM
O ¢ ¢ c
ooooc@cz)
Non-proliferation (cxesaquaa@ozsoae@eo:Gwomcﬁ§cﬁqlase[§%8:>ze®eqz)
Proliferation networks (WMD @égozeoaooé og%wo% qusgeongeqzq)L@Cz)

Interdiction and transportation (@DS@OS@OC)G@OS@ESI moz@o%@ég?E CDOSOR

o

(o] c
oeaooceqz)

c O ¢ c
Provision of bunkering services (quooaqpoo§eaooceeo @c:a? ceP @go§zq|mq|oz)
Assets Freezing (chchgqlozoo§zq|[o[§cz

Disposal of seized items (23

c c c N C C Y
390030020 PYOPPIE (33208 oggﬂczcocz[gcz)
c ¢ C
oooc@c:)
o
0
L

cczqosaeqzq?eaoocc:ao%qjogqu)

C
03

Q O O
Travel ban (aqgagozmoggorg O

Financial Measure (ooar.)oeq
o

T . . 2 C O ¢ ¢e
10. Specialized teaching and training (gaogooocQooeagqgg{qoosmoomoc@co)

Qo C ¢ C N c

11. Scientific and Technical Cooperation (wo§c§[3_azo[3_aoclgzeo c:eaoocamecﬁg)ogocc:@cczz)

o

o L



12.

13.

14.
15.

16.
17.
18.
19.
20.

21.

List of Sanction Measures

. . co C C o ¢o ¢ ¢
Coal, Minerals and Sectorial Bans (eoqpooezeagzl é]ooooool Neloalaisiczlauloploloplolef
oD ° ar L L
qQ[o2)
Ban on export of condensates and natural gas ban to DPRK (:Dooooe]or%eg?{i
N N cQ OO0 ¢ ¢M¢
&megq&amcc&ﬁeﬂozo? ooooc@cz)

Ban on all refined petroleum products (oo%mé@zeq%ocgo&p% 39’38(\?8(7% 80505@88)

L
. e . coOC C o C
Restriction on the supply, sell, or transfer of crude oil (¢§§06:6002050¢1 G§OC:g|Q!
\G[§3<°:°e 2300 m°w05[§5°)
X Q|7 i °
c C coO O 0 ¢ ¢ C
Seafood Ban (0ccoodoo 02CQAQID OOO0C Cs)
. ¢ ocC co 00 ¢ ¢ c
Ban on export of textiles from the DPRK (sgoop_asacooqu oocoeor?ooooc@cz)
¢ C C O ¢ ¢ c
Ban on DPRK workers abroad (@@oeepm DPRK 320002062:q[2:322: ooooc@c:)
c ©@ O ¢ ¢ C
Fuel Ban (ecooCoos0 ooooc@cz)

. O ¢ ¢ C
Other bans: Statues, New Helicopters and Vessels (@@Dzewooooocgqpm 004!

QLDOSOO’.)éQﬂDS ?Cf: ODGUGJ’.)QIC)S )

OCo c O ¢ ¢ c
Luxury goods ban (@e909p3:q[2:0 oc@co)



Case Studies



Taken Action on Sanction Evasion

EMGLISH | MYANMAR
HEARTBEAT OF THE NATION

MYANMARTIMES

Home = Mational News » Myanmar expels Morth Korea diplomat

Myanmar expels North Korea diplomat

YOMHAF | 23 OCT 2017

Myanmar has expelled 2 Morth Korean diplormat reportedly belonging to a company subject to UN Security
Council sanctions, according to its sanctions report.

"The Government took necessary action against Mr. Kim Chol Mam, a national of the Democratic People’s
Republic of Korea [DPRK] working as a Second Secretary at the Embassy of the DPRK,” said the report posted
on the website for the UNSC's committee on North Korea sanctions.



Taken Action on Sanction Evasion
NK NEws NK NEWS ORG PER WEEK. JOIN NOW!

Myanmar shut North Korean restaurant in 2018 due to
sanctions, government confirms

Questions over two countries’ military ties raised in recent UN report remain unanswered, however

Colin Zwirkeo July 2, 2019

image: File photo of the Pyongyang Koryo Restaurant in Yangon

A North Korean restaurant in Yangon. Myanmar thought to have closed in 2018 due to international pressure
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Hari Dass Kumar Ratna Kumar
FEB 2018
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The basic expenses

The extraordinary expenses

The subject to judicial, administrative or arbitral lien or

judgment (prior to the date of 14 October 2006)
DPRK diplomatic missions
1718 Committee case-by-case determination

Financial transactions with the DPRK Foreign Trade Bank or

the Korea National Insurance Corporation
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